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Background Statistics

e Est. 2013 Idaho Voting Pop. 1,348,149
e 2013 Individual Income Tax returns: 750,000
e |daho Tax lIdentity Theft Cases Identified
2010: 18
2011: 57

2012: 170 T
2013: 555asof 8/28/14 |y HBAHJ@ o
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Consumer Sentinel Network
ldentity Theft Complaints

Government Documents or Benefits Fraud

Percentages Percentages Percentages

Theft Subtype CY-2008 CY-2009 CY-2010
Tax- or Wage-Related Fraud 12.3% 12.7% 15.5%
Government Benefits 1.3% 1.7% 1.8%
Applied for/Received
Other Government 1.3% 1.1% 0.9%
Documents
Issued/Forged
Driver’s License 0.9% 0.9% 0.9%
Issued/Forged
Total 15% 16% 19%

Consumer Sentinel Network Data Book January-December 2010
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Consumer Sentinel Network
ldentity Theft Complaints

Government Documents or Benefits Fraud

Percentages Percentages

Theft Subtype CY-2011 CY-2012
Tax- or Wage-Related Fraud 24.3% 43.4%
Government Benefits 1.5% 1.6%
Applied for/Received
Other Government 0.8% 0.8%
Documents
Issued/Forged
Driver’s License 0.8% 0.6%
Issued/Forged
Total 27.4% 46.4%

Percentages
CY-2013
30.0%
2.3%

1.0%

0.6%

33.9%

Consumer Sentinel Network Data Book January-December 2013
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Complaints
Per 100,000
Rank Consumer State | Population! | Complaints
29 Idaho 397.4 6,407
Complaints
Per 100,000
Rank Victim State Population! | Complaints
43 Idaho 49.5 798
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ldentity Theft Complaints Count
from ldaho Victims = 798

Identity Theft Types Reported by Idaho Victims

Rank Identity Theft Type Complaints  Percentage

1  Government Documents or Benefits Fraud 227 28%
2  Credit Card Fraud 112 14%
3  Phone or Utilities Fraud 109 14%
4 Bank Fraud 61 8%
5 Employment-Related Fraud 50 6%
6 Loan Fraud 20 3%

Other 238 30%

Attempted Identity Theft 63 8%
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Recent Trends/Patterns

* Prior Years: Single victim per return
— Falsified W-2 information
— Current/former actual address of taxpayer
— Temporary refund deposit accounts/cards

e 2013 Tax Season:
— Multiple victims per return (MJF/dependents)
— Tribal identities
— GA IP addresses
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Education & Outreach

e |daho Tax Identity Theft Web page

e |daho Coalition Against Identity Theft (ICAIT)
— Cross-industry pooling of knowledge/resources

— Qutreach and education programs

— Referrals for legal assistance
e Senior Citizen Seminars (AARP, Dept. of Aging)
e Student & Community Organizations

e Community & Media Events
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Victim Assistance

e Correct and Flag Victim Accounts
— Validate subsequent returns

e Victim Notification Letters
— IRS & Accurint resources to locate nonresidents

* Victim Response Team
— Document & validate identities (IRS 14039)
— Resolve Idaho tax issues

— IRS contact info
— “What do | do next?” Tips
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Battle Plans

e Edits
— Discrepancies (i.e., W-2 permit errors)
— Problem areas (nonstandard withholding)
— Multiple refunds to same deposit accounts

— Problem IP addresses or preparers
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Battle Plans (cont.)

* |ndicators

— Idaho indicators
— IRS Identity Theft Protection Indicators (ITPIs)

e Discovery filters out duplicates

e Sort into work buckets
e |daho FTI-identity theft indicators
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Battle Plans (cont.)

e GenTax V9 (DEX, Fraud Manager, Taxpayer Access Point)
— Share ID theft info among GenTax states
— Manage multiple indicators & accounts
— Develop online return validation survey
e Flagged victim accounts & any suspect filings

e Questions from prior tax filings validate current
returns

* Incorrect answers/failure to complete survey
— Cause return to be suspended and/or deleted
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Battle Plans (cont.)

e Legislative Proposals
— Specify what information from a victim’s return
can or cannot be disclosed

— Allow disclosure to law enforcement

— Address disclosure issues involving multiple
victims on one return
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Questions ?

— IDN—]O tax.idaho.gov

State Tax Commission 15




Contact Information: Idaho

e Tawnya Eldredge

Tax Enforcement Supervisor
(208) 334-7604
Tawnya.Eldredge @tax.idaho.gov

e Christen Lewis
Tax Enforcement Specialist

(208) 332-6690
Christen.lewis@tax.idaho.gov
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