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Who Is NIC and Access Idaho
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‘ NIC Partner Map Key

’ - Local government partners
- Federal government partners
- State government software & services engage

- State government partners




ACCESS (/49 IDAHO

J 2013 in Review
y CreatEd in 1999 by the State Of 188 Million — Collected Online by Access Idaho

Idaho to benefit businesses

5 Bl 9,517,589 — Transactions completed online 2013
and private citizens.

300 — Number of deployed services

The top online revenue activities 2013

* Access Idaho (Idaho Tax $69,299,696.97
Information Consortium LLC) is Labor $46,488,079.16
a subsidia ry of NIC and is City and County $27,131,272.02
managed at no cost IECOf di Health & Welfare $13,250,640.90
JIETa])é%aeYers using a se unding Transportation Dept.  $12,877,837.21

Vehicle Registrations $12,032,144.81
113 - Number of county departments we support
41 - Number of agencies we support
32 - Number of city departments we support



Security Stance for Access Idaho

» Access Idaho/NIC Corporate Security Policies
e History
e Operational areas

* Security Training
e Who
 How often
e Code of Conduct




Mapping of Security Policies
to IRS Pub. 1075

mployee Expectations

tner Confidence Atlas & Cazettecr

Detailed Topographic Maps

3 Existing Security Controls to IRS




apping of Security Policies to IRS Pub. 10

PCl Portal & Corporate Level Compliance

Portal level — PCI Self-Assessment Questionnaire and quarterly external vulnerability scans, submitted to the Acquirers.
PCI Level One Service Provider Audit

Corporate level - In connection with compliance validation, NIC undergoes an annual onsite audit of our payment processing
service and related environment as a PCl Level One Service Provider. The resulting Report on Compliance (ROC) is submitted
to the Payment Card Brands

Visa and MasterCards’ websites list NIC as a PCI Certified Service Provider.

National Institute of
Standards - IRS: 1075

-

Security Management Program

Ongoing assessment of all of NIC’s business NIC Corporate
units as part of our 3rd Party Security Security Policy

Management certification program SSAE Data Classification and

Controls are validated against 1ISO 27002, PCI No. 16 Handling
\ DSS, and other best practices




Data Handling

Data categories L~ DS WNATHROU

fication & handling review
> and retention

data fields - encryption &

emovable media




NIC’s Ongoing Security Practices

f what is routinely happening at NIC and its subsidiaries:
Training on Security Awareness
scanning and remediation
ting and remediation
ing of networks




