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Who Am | ?

B
Evan Sylvester
FAST Information Security Officer Security Roles with FAST:
* MBA, Texas State University e Compliance
* BBA in Management Information « Documenting standards and

Systems at the University of Texas

e Certified Information Systems
Security Professional (CISSP)

e Cisco Certified Network Associate
(CCNA), Security+, Network+

e 10 years of professional and
academic experience in security

policies
e Validating security standards

e Conduct site security reviews




Assume You Are Compromised

“There's no such thing as 'secure’' any more. We have to build our
systems on the assumption that adversaries will get in.”

- Deborah Plunkett

Information Assurance Director National Security Agency




All U.S. Agencies are a Target

* Chinese Hackers Extending Reach to Smaller U.S. Agencies, Officials Say
* New York Times, July 15

* In March, law enforcement and analysts discovered agency
intrusions:
e Government Printing Office
* Government Accountability Office
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Advanced Persistent Threat (APT)

* Sophisticated, continuous threats, looking to exploit target network,
agency, or organization.

* Nortel Networks
e Hackers had access starting 2001
e Originally discovered in 2004
 Filed for bankruptcy in 2009
e Discovered that Chinese Hackers had access to network until bankruptcy




Who is the enemy?

Five Chinese Military Hackers Charged with Cyber Espionage Against U.S.
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From left, Chinese miilitary officers Gu Chunhui, Huang Zhenyu, Sun Kailiang, Wang Dong, and Wen Xinyu
have been indicted on cyber espionage charges.

PLA Unit 61398

e Suspected of attacks on:
Lockheed Martin, Westinghouse

e Estimates the group has attacked
more than 1,000 organizations

19-year-old students:
e Alleged attacker of Canada

Revenue Agency
e Computer Science student at
Canadian university




Government Data Breaches of 2012

e South Carolina Department of Revenue
e 3.3 million unencrypted bank account numbers, 3.8 million tax returns
e Started with a phishing email

e California Department of Social Services
e Sensitive information on 700,000 individuals lost in the mail
e Packages sent through USPS with microfiche (microfilm) damaged and lost

e Utah Department of Health
e Eastern European hackers compromised a server
* Hacked Personally identifiable/heath information of 780,000 Utah citizens




Significant Events of 2013 / 2014




Edward Showden and the NSA

 Largest stolen cache of classified national intelligence
documents in history

e Insider Threat

* Top takeaways:

e Snowden used social-engineering techniques
* NSA had a lack of auditing

e Lack of alerts during the unauthorized access
* Lack of knowing exactly what Snowden took




Significant Events of 2013 / 2014

TARGET




The Target Attack

[ .
* Breach of 110 million consumer and credit card
records

* Tools were bought and customized to avoid detection
and specific to the environment

TARGET

e BlackPOS
e Malware sold on black market to hackers
e Base Version: $1,800
* Enhanced Version: $2,300
* Added features, lets you encrypt stolen data available




Significant Events of 2013 / 2014




Significant Events of 2013/2014

e Allows remote attacker to view data stored in memory
e Public disclosure: April 7, 2014

* Fix released on same day

e Canada Revenue Agency
* Shut site down on April 8th
» Discovered Heartbleed exploited over a 6-hour window
e Compromised Social Insurance Numbers of at least 900 people
» Attacker was a 19 year old student in Ontario

* 300,000 servers still vulnerable
e Reported as of June 215, 2014




Security Incidents and Data Breaches

B
e Verizon 2014 Data Breach Investigations Report
* 50 contributing global organizations
e Data from 95 countries
* 63,437 security incidents
* 1,367 confirmed data breaches

 Available at verizonenterprise.com/DBIR/




Data Breaches By the Numbers
I

From Verizon 2014 Data Breach Investigations Report

Number of breaches per threat action category over time
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Who is Responsible for the Breaches?
I

Percent of breaches per threat actor category over time From Verizon 2014 Data Breach Investigations Report
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Breach Discovery
B

* Majority of breaches
are now discovered by
outside parties

(e.g. fraud agencies, law
enforcement)

From Verizon 2014 Data Breach Investigations Report

Breach discovery methods over time

Fraud
Detection

-
-
----
']

Law |
Enforcement |

Internal

— Third Party.~




Breaching Organizations
B

e OQutdated Systems
* Windows XP, outdated Point-of-sale systems

e Software Missing Critical Patches
* OpenSSL Heartbleed

e Configuration Issues
* Unknown issue that exists within the setup

e Human Element
* Clicking a Phishing Link, Insider Threat

e Password Issues
e Default, Easily Guessable, Reuse, Compromised Credentials
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Mitigating Breach Risks

* Follow security best practices

* Industry best practices and standards
e NIST, ISO
* |IRS Publication 1075 based off NIST standards

e Security awareness
e Organizational awareness
e User security awareness

e Strong information security program




IRS Publication 1075

B
Updated on January 1%, 2014
e Simplified minimum protection standard requirements
e Eliminated unnecessary reports by 50%
 Clarified Destruction and Disposal Requirements
e Updated to reflect current version of NIST 800-53 Revision 4
e Trend is on emerging technologies and solutions

e Cloud computing ¢ System component e VOIP

 Media sanitization inventory e Web-based

* Mobile devices e Virtual desktop system

e Network infrastructure  Web browsers
protections e Virtualization e Wireless

e Storage area Networks

networks
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IRS 1075 - Safeguard Security Report

(SSR)
BN

* Primary source for agencies to report to IRS on the processes,
procedures and security controls in place to protect federal tax
information (FTI) provided in accordance with IRC 6103(p)(4).

» Replaces Safeguard Activity Report/Safeguard Procedures Report

e System Security Plan requirement met with approved SSR

 Templates available at Office of Safeguards
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IRS 1075 - Cloud Control
Requirements

* IRS Pub 1075 still applies in the cloud

 Mandatory requirements
* Notification requirements — 45 Days Prior
Isolate the Data
Establish SLA regarding FTI
Encryption in Transit and at Rest
Proper Sanitization/Destruction of Data
Annual Risk Assessments
Implement Security Controls




IRS 1075 - Virtualization

B
* IRS 1075 has guidelines on virtualization

e Cloud guidelines and virtualization guidelines similar and highlight
the trend

* Requirements in Section 7.4.8 - Virtualization of IT Systems

Requirements summary
e 45 day notification
e Access control
* Monitoring capability
* Vulnerability testing and assessments
 And other additional requirements




Mitigate Risks with Strong Information Security

Proaram

e Security is a process, not a product.

 Documented policies and procedures
e Updated regularly

e Regular testing of security controls
e Risk assessments
e Simulation and walk-through tests
e Vulnerability scanning
* Penetration testing




Focus on Security Awareness
B

Security awareness needs to evolve

e Good training much more than a video and an acknowledgement signature
e People are the weakest link

Organizational awareness
* Management buy-in
* Trained teams to handle incidents

User awareness

* Employees need to know and understand the threats
» Knowledgeable speakers, outside professionals
e Supplement current training with additional training

Testing awareness

* Phishing tests, social engineering tests
* Plants the seeds of tests




Conduct Vulnerability Scanning

B
* IRS 1075 requirement

* Scan for vulnerabilities in the information system and hosted applications at a
minimum of monthly for all systems and when new vulnerabilities potentially
affecting the system/applications are identified and reported

* Provides baseline of overall network security posture

e Without vulnerability scanning, you will miss things in setup!
* Embedded software
» Database/OS/software vulnerabilities
e Default credentials on a rarely used port/service
* Insecure services running such as telnet




Conduct Penetration Testing
B

* Logical step from automated vulnerability scans
e Scanned for and addressed weaknesses, now test the effectiveness

* Human element
e An attacker is going to interact with the system looking for flaws to exploit
 Specific system responses, cross-site scripting
e Some of these flaws can not be exploited by automated tools

e Utilize penetration testing as attempted breaches
e Can you follow the pen-testers activities?
e Are you getting alerts? Logs of activity?




Comprehensive Audit and Network

Monitoring

* If you were attacked, would you know what the attackers did?

* No logging means
e Assume the worst case scenario
e Delay in response time to an incident

* Network detection capabilities
* Multiple detection technologies: IPS, firewall, activity monitor
e Space requirements issue in the past, storage is cheap now
e Allows granular level of network activity and inspection
 Move will be to full network packet capture in the future




Tested Incident Response
B

e Establishing an Computer Security Incident Response Team (CSIRT)
e Breached organizations often don’t know until too late
e Average attack undetected for more than 200 days
e Organizations need to be prepared to act quickly
 Many organizations are not prepared for the next steps after a breach

* Incident Response Plan
e Are these tested?
e Does your team have the skillset to respond to incidents?
* In House or Outside Agencies?
* Nortel Networks failure to respond to the initial incident
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