Fraud, ID Theft, and the State
of Colorado
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There is no kind of
dishonesty into which
otherwise good
people more easily
and frequently fall
than that of
defrauding the
government.
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September 2012 TIGTA Report on
Fraud

e Refundable credits, unlike other tax credits,
not only have the potential to reduce a
taxpayer’s tax liability to zero, but also allow
the taxpayer to receive a cash payment of any
remaining credit amount. This makes
refundable tax credits more susceptible to

fraud.
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Refundable Credits Available in CO

e Wage Withholding/Estimated Tax

e Child Care Expenses Credit

* Innovative Motor Vehicle Credit

e Instream Flow Credit

e Child Tax Credit

* Colorado Earned Income Tax Credit
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Not All are the Same

Significant
&Eifr Risk

Colorado E|TC - only 10%
of Federal
Withholding/ Estimated
Payments
Child Care Expenses Credit,
not tied to federa| benefit
Innovative Motor Vehicle Child Tax Credit
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Colorado Characteristics

e = 55.0 million in fraud stopped by Colorado
per year

e Most is identity theft through a compromised
SSN and potentially the address

e Filed early in the tax season

e Obtain Pll through data breaches, con artist
schemes, or other as yet undetermined
methods
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Yesterday’s Fraud

 Paper Returns were Easier to Spot

— Numerous submitted at the same time with
matching W2 information, matching return
information, etc.

— Only 1 W2, no unique state account number, or is
FEIN from W2

— Other taxes may be wrong, social security and
Medicare are incorrect
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Yesterday’s Fraud

 Above all though higher refunds were claimed as a
result of high withholding to wages

e Paper warrants requested
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e |t’s a Brave New World

Today’s Fraud

Experience is not
what happens to
you; it’s what you
do with what
happens to you

Aldous Huxley
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Characteristics

e |[D Theft more prevalent than made up returns
— Know Name, SSN, Address, DOB
— May know W2 information

 More difficult to identify fraud today given ID
theft than it was in years past

e Use Current Process to Exploit Us

— Fraudsters use financial system to gain access to
large volume of pre-paid debit cards
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Differences Between Yesterday and
Today

Yesterday’s fraud usually through checks

— If the check stayed in your state, there was a good
chance of recovery

— Otherwise, jurisdictional issues arise

e With the rise of pre-paid debit cards, there is
no physical address, account information on
the card is useless to investigative staff
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Possible Solutions - Technology

e |P Address —in use today, but a device can
nave multiple IP addresses

e Device ID — differs from IP address in the
following ways:

— Unique to a machine
— Easier to Flag once fraudulent returns are ID’d

 Technology is an arms race
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Possible Solutions — Timing

e States can do things themselves, but IRS needs
to act for the most effect
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eIndividuals file eIndividuals eIndividuals eIndividuals
Returns continue to continue to continue to
oPaper file file file
includes W-2 *Withholding *Withholding
eElectronic reconciliation reconciliation
includes TP for paper due for electronic
data entered on 28t due on 315t
W-2
\ J \ J L J

56% of Colorado returns are filed before we can be sure that company
withholding statements are processed
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